How to Connect to the New Wireless Network (Win7 /Vista):

The following instructions work for both wesfacstaff and wesstudent. Connect to the
appropriate network. Your credentials will dictate your access. Student accounts
cannot use wesfacstaff nor faculty/staff accounts use wesstudent. The below screen
shots show wesstudent but are the same for wesfacstaff.

Right click on the wireless network icon in the system tray.
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Click on Open Network and Sharing Center

You should see this window open on your screen:



Control Panel Home . . . 4 3
View your basic network information and set up connections
Manage wireless networks x ‘ D See full map
Ch dapter setti
ange adapter settings - i
Change advanced sharing (This computer)
settings
View your active networks Connect to a network
You are currently not connected to any networks,
Change your networking settings
ﬁn Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.
i Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
HomeGroup
Internet Options
Windows Firewall

Click on Manage Wireless Networks on the right hand side.

You should now see the list of wireless networks your computer has saved.

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Adapter properties  Profiletypes  Network and Sharing Center @
Networks you can view, modify, and reorder (5) -~
-H wesstudent Security: WPA2-Enterprise Type: Any supported Automatically conn.

. |

! Security: WPA-Personal Type: Any supported Automatically conn...
!- Security: WPA2-Personal Type: Any supported Automatically conn...
! Security: WEP Type: Any supported Automatically conn.
! Security: WPA2-Personal Type: Any supported Automatically conn.

H ‘.,;5!! 5 items




Look for the network wesstudent or wesfacstaff if it is visible. If not, click the add
button at the top left and look for the network. It should pop up if you are in range. If
it does not, this window should appear:
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How do you want to add a network?

Ak Manually create a network profile

"= This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

A Create an ad hoc network
" This creates a temporary network for sharing files or an Internet connection

Click on Manually Create a Network Profile. An information entry box should
appear:
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Enter information for the wireless network you want to add

Network name: wesstudent

Security type: (WPA2-Enterprise -

Encryption type: [AES .]

Security Key: Hide characters

Start this connection automatically

[7] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

[ Next ][ Cancel




Enter wesstudent or wesfacstaff. Set Security Type to WPA2-Enterprise,
Encryption Type to AES. Click next.
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Successfully added wesStudent
@ Ch
Open the connection properties so that I can change the settings.
|

Click on Change Connection Settings. Some changes still need to be made. The
following window will appear (If the network name was available earlier in Manage
Wireless Networks, Right click on wesstudent or wesfacstaff and click on
properties to see this window):

wesstudent Wireless Network Properties

' Connection | Security '

|

| Name: wesstudent
SSID: wesstudent
Network type: Access point

Network availability: Al users

[¥]Connect automatically when this network is in range;

["] Connect to a more preferred network if available

[] Connect even if the network is not broadcasting its name (SSID)

OK Cancel



Click on the Security Tab

wesstudent Wireless Network Properties

| Connection | Security ‘

Security type: WPA2-Enterprise S
Encryption type: AES b
Choose a network authentication method: l
Microsoft: Protected EAP (PEAP) v Settings

[V]Remember my credentials for this connection each
time I'm logged on

Advanced settings

OK Cancel

Make sure your security type is WPA2-Enterprise and Encryption Type is AES
Network Authentication Method should also be set to Microsoft: Protected EAP
(PEAP) and make sure you check the box underneath to Remember my

credentials...

Click on Settings



When connecting:
validate server certificate

[T] Connect to these servers:

[] Microsoft Root Authority -
[] Microsoft Root Certificate Authority
[] Thawte Premium Server CA
| [] Thawte Timestamping CA
' [] UTN-USERFirst-Hardware

[F] UTN-USERFirst-Object -~
‘ <[ nr | »

“ Trusted Root Certification Authorities: [

m |

[] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
Secured password (EAP-MSCHAP v2) n Configure...

Enable Fast Reconnect

[]Enforce Network Access Protection

[] Disconnect if server does not present cryptobinding TLV
’ [ Enable Identity Privacy

OK Cancel

Scroll down the Trusted Root Certification Authorities List
Check the box next to Thawte Premium Server CA

Make sure the Authentication Method is Secured password (EAP-MSCHAP v2)

Click configure

EAP MSCHAPV2 Properties ko

When connecting:

F Automatically use my Windows logon name and
password (and domain if any).

0K Cancel

Uncheck the box in the popup window. Click ok

Close out of all of the windows, making sure to click “OK” for each one when closing.



Windows will proceed to ask you for additional login information.

Enter your Wesleyan username and password as you normally would.
Windows will connect to the network and Cisco should open.

Cisco may ask for you to update. Click ok.

Once the update is finished, Cisco should automatically connect to the network.
Agree to the terms and conditions.

You are now connected to the Network!

**For future logins, Win7/Vista should automatically connect because of the user
profile we have just created. Ensure that you are connected, and then open your web
browser of choice. Cisco will connect you automatically for Internet access. The network
has changed, but you are still under Wesleyan University's same Internet policies and
regulations.



